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• The term "artificial intelligence" was first used by John 

McCarthy in 1955/56 and described as:

“conjecture that every aspect of learning or any other feature of 

intelligence can in principle be so precisely described that a 

machine can be made to simulate it” 

I. INTRODUCTION
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• For successful "machine learning", AI tools 

must be fed with data

• Precision of problem solving relies on the 

quantity and quality of data collected

• AI learns and improves from the input data 

(training data)

I. INTRODUCTION 
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• Opportunity: Ease of work for patent offices and patent 

attorneys in the search for prior art

• AI tools can help to accurately and comprehensively sift 

through all sources of information

• Can the input of trade secrets into AI tools for the purpose of 

determining the prior art lead to their disclosure and 

subsequently to a patent application no longer being allowed?

I. INTRODUCTION
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• EU Law: 

DIRECTIVE (EU) 2016/943

Article 2 – Definitions 

For the purposes of this Directive, the following definitions apply: 

(1) ‘trade secret’ means information which meets all of the following requirements: 

(a) it is secret in the sense that it is not, as a body or in the precise configuration 

and assembly of its components, generally known among or readily accessible 

to persons within the circles that normally deal with the kind of information in 

question; 

(b) it has commercial value because it is secret; 

(c) it has been subject to reasonable steps under the circumstances, by the 

person lawfully in control of the information, to keep it secret; 

I. INTRODUCTION
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• Japanese Law: 

Unfair Competition Prevention Act (Act No 47 of 1993)

Section 2 

(6) The term "trade secret" as used in this Act means technical or 

business information useful for business activities, such as 

manufacturing or marketing methods, that is kept secret, and is 

not publicly known.

I. INTRODUCTION 
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• US Law – trade secrets are protected by state and federal 

law. To constitute a trade secret, such information must 

meet two criteria: 

1. the information must derive economic value from not

being known

2. the owner must keep the information secret using 

measures that are reasonable under the 

circumstances

I. INTRODUCTION 
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Sec. 3 German Patent Act / Art. 54 EPC

(1) An invention is deemed to be new if it does not form part of the state of the art. 

The state of the art is held to comprise all knowledge made available to the public 

before the date governing the filing or priority date of the application by means of 

a written or oral description, by use or in any other way.

(2) …

(3) …

(4) …

(5) …

I. INTRODUCTION 
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BGH – Dec.12.04.2022, X ZR 73/20 
• The plaintiff claimed that the inventor of the patent at issue had sent technical 

drawings to a subsidiary before the priority date 

• Could this lead them to become prior art and therefore not patentable? 

• In the case of commercial development or testing activities, the public 

accessibility of knowledge must be denied as long as the knowledge is only 

accessible to persons involved in these development and testing activities.

• Even if trade secrets are not treated confidentially and therefore do not fall 

under the Trade Secrets Act, this does not necessarily make them prior art. 

They still can be patentable.  

I. INTRODUCTION 
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Does entering trade secrets into ChatGPT lead 

them to become prior art? 

• Problem comparable to entering trade secrets in online 

search engines

• The EPO also uses online search engines for its prior art 

searches
(epo guidelines for examination 2023 – Part B Ch. III No. 2.4) 

II. RISK OF LOSS OF RIGHTS WHEN USING ChatGPT?
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Guidelines for Examination of the EPO 

Part B – Chapter III-3

2.4. Search on the internet

The European search can also cover internet sources, 

including online technical journals, online databases or other 

websites […] but must take great care not to disclose 

confidential information through the inadvertent use of 

search terms. It is left to the search division to select 

keywords that enable such a search to be performed while 

respecting the duty of confidentiality regarding unpublished 

applications. This would entail, for example, choosing only a 

few keywords which do not disclose the invention, rather 

than entering long portions of the text of a claim as a search 

term.

II. RISK OF LOSS OF RIGHTS WHEN USING ChatGPT?
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Does entering trade secrets into ChatGPT 

lead them to become prior art? 

Let’s ask ChatGPT! 

II. RISK OF LOSS OF RIGHTS WHEN USING ChatGPT?
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II. RISK OF LOSS OF RIGHTS WHEN USING CHATGPT?
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About ChatGPT

• OpenAI is also aware of the security risks

• As one can see ChatGPT also reminds users not 

to disclose confidential information

• Also, the OpenAI T&C address this topic

II. RISK OF LOSS OF RIGHTS WHEN USING ChatGPT?
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II. RISK OF LOSS OF RIGHTS WHEN USING CHATGPT?
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THE SAMSUNG INCIDENT / OTHER SAFETY-RELEVANT 

BUGS

• Samsung allowed its employees to use ChatGPT for professional 

purposes

• The entire source code of an application was entered into ChatGPT 

for debugging purposes

• ChatGPT was used by Samsung employees to summarise meeting 

notes and create a presentation

• In another case, ChatGPT users were shown requests from other 

users due to a bug which disclosed the requests / prompts

II. RISK OF LOSS OF RIGHTS WHEN USING ChatGPT?
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Trade Secrets and Patents

• In German law, disclosure of trade secrets is “the disclosure of the trade 

secret to third parties, not necessarily to the public”.

• In patent law terms, information is "publicly available" … "if even a single 

member of the public is able to access and understand that information and if 

there is no non-disclosure agreement in place (NDA)".

• Due to the effect of the training data, the use of ChatGPT can in principle be 

seen as disclosure of the trade secret, as it potentially becomes accessible to 

third parties (other users).

II. RISK OF LOSS OF RIGHTS WHEN USING ChatGPT?
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II. RISK OF LOSS OF RIGHTS WHEN USING CHATGPT?
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ChatGPT – API or ChatGPT-Enterprise to 

mitigate the risk?
• ChatGPT or other AI tools may be able to comprehensively and precisely 

describe and display prior art  

• High awareness of personal data, but not tailored to trade secrets 

• After the Samsung incident announcement of a business version and 

inclusion of the possibility to disable chat history

• In the API application of ChatGPT and ChatGPT Enterprise, data is not used 

for training purposes

• But: security gaps and bugs are still possible

II. RISK OF LOSS OF RIGHTS WHEN USING ChatGPT?
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II. RISK OF LOSS OF RIGHTS WHEN USING CHATGPT?

OpenAI – T&C
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II. RISK OF LOSS OF RIGHTS WHEN USING CHATGPT?



24

osborneclarke.com osborneclarke.com 

24

AI-driven Prior Art Search – pqai (https://projectpq.ai/)

II. RISK OF LOSS OF RIGHTS WHEN USING ChatGPT?
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II. RISK OF LOSS OF RIGHTS WHEN USING CHATGPT?
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All Prior Art / All The Claims – Patents As An Open-Source 

Project 

II. RISK OF LOSS OF RIGHTS WHEN USING CHATGPT?
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• Although OpenAI does not store any data entered for training purposes 

within the framework of the API applications, there are overarching 

security concerns (Samsung incident, bugs, etc.)

• Companies that want to use ChatGPT need to implement compliance 

policies and training

• Use ChatGPT Enterprise Version or API

• Disable prompt history 

• Caution (but inherent anyway): AI can always produce incorrect results

III. SAFETY PRECAUTIONS WHEN USING AI 
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Dr Johannes Graf Ballestrem is a patent litigator with a strong focus on technology 

involving mechanics, electronics, information technology and ‘access to data’ claims. 

He has outstanding experience in litigation concerning printer consumables, 

automotive supplies, remanufacturing and software implemented inventions. 

Johannes has specialized in patent law for over 15 years. After working in the patent 

litigation department of a leading international law firm in Dusseldorf, he joined 

Osborne Clarke and became partner in 2019. During his career, he has taken part in a 

wide range of patent litigation cases in the field of telecommunications, mechanics and 

software. Johannes also regularly advises in M&A transactions and licensing. He has 

particularly deep experience in the automotive and energy sector.

Johannes represents clients before the civil courts as well as in arbitration and 

participates in parallel validity proceedings before the European Patent Office, the 

Federal Patent Court and the Federal Supreme Court.

You can find the answers to the most frequently asked questions on the subject of 

Patent Litigation in Germany here.

Dr. Johannes Graf Ballestrem, LL.M.

Partner

Germany

+49 221 5108 4394

johannes.ballestrem@osborneclarke.com

Contact

https://www.osborneclarke.com/system/files/documents/21/11/11/ENG_Patentverletzungsverfahren_Apr%202021%20%5BFINAL%5D-min_0.pdf
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